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§106.270 Security measures for deliv-
ery of stores and industrial sup-
plies.

(a) General. The OCS facility owner
or operator must ensure that security
measures relating to the delivery of
stores or industrial supplies to the OCS
facility are implemented to:

(1) Check stores or industrial supplies
for package integrity;

(2) Prevent stores or industrial sup-
plies from being accepted without in-
spection;

(3) Deter tampering; and

(4) Prevent stores and industrial sup-
plies from being accepted unless or-
dered. For any vessels that routinely
use an OCS facility, an OCS facility
owner or operator may establish and
implement standing arrangements be-
tween the OCS facility, its suppliers,
and any vessel delivering stores or in-
dustrial supplies regarding notification
and the timing of deliveries and their
documentation.

(b) MARSEC Level 1. At MARSEC
Level 1, the OCS facility owner or oper-
ator must ensure the implementation
of measures to:

(1) Inspect stores or industrial sup-
plies before being accepted; and

(2) Check that stores or industrial
supplies match the order prior to being
brought on board.

(c) MARSEC Level 2. In addition to
the security measures required for
MARSEC Level 1 in this section, at
MARSEC Level 2, the OCS facility
owner or operator must also ensure the
implementation of additional security
measures, as specified for MARSEC
Level 2 in the approved Facility Secu-
rity Plan (FSP). These additional secu-
rity measures may include:

(1) Intensifying inspection of the
stores or industrial supplies during de-
livery; or

(2) Checking stores or industrial sup-
plies prior to receiving them on board.

(d) MARSEC Level 3. In addition to
the security measures for MARSEC
Level 1 and MARSEC Level 2, at
MARSEC Level 3, the OCS facility
owner or operator must ensure the im-
plementation of additional security
measures, as specified for MARSEC
Level 3 in the approved FSP. These ad-
ditional security measures may in-
clude:
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(1) Checking all OCS facility stores
or industrial supplies more extensively;

(2) Restricting or suspending delivery
of stores or industrial supplies; or

(3) Refusing to accept stores or indus-
trial supplies on board.

§106.275 Security measures for moni-
toring.

(@) General. (1) The OCS facility
owner or operator must ensure the im-
plementation of security measures in
this section and have the capability to
continuously monitor, through a com-
bination of lighting, watchkeepers, se-
curity guards, deck watches, water-
borne patrols and automatic intrusion-
detection devices, or surveillance
equipment as specified in their ap-
proved Facility Security Plan (FSP),
the:

(i) OCS facility;

(ii) Restricted areas on board the
OCS facility; and

(iii) The area surrounding the OCS
facility.

(2) The following must be considered
when establishing the appropriate level
and location of lighting:

(i) OCS facility personnel should be
able to detect activities on and around
OCS facility;

(ii) Coverage should facilitate per-
sonnel identification at access points;
and

(iii) Lighting effects, such as glare,
and their impact on safety, navigation,
and other security activities.

(b) MARSEC Level 1. At MARSEC
Level 1, the OCS facility owner or oper-
ator must ensure the implementation
of security measures, which may be im-
plemented in coordination with a ves-
sel interfacing with the OCS facility,
to:

(1) Monitor the OCS facility, particu-
larly OCS facility access points and re-
stricted areas;

(2) Be able to conduct emergency
searches of the OCS facility;

(3) Ensure that equipment or system
failures or malfunctions are identified
and corrected;

(4) Ensure that any automatic intru-
sion detection device, sets off an audi-
ble or visual alarm, or both, at a loca-
tion that is continually attended or
monitored; and
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